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On December 2nd, the Health-ISAC Fall Americas Summit convened 
healthcare leaders and regulators to address the evolving medical 
device cybersecurity landscape. The FDA’s Division Director for 
Medical Device Cybersecurity and a Policy Analyst provided direct 
insights into current regulatory priorities. The briefing included 
revisions to the premarket guidance with an emphasis on the 
alignment with CFR20, clarified the definition of a cyber device and 
submission expectations aligned with section 524B obligations.  The 
FDA also shared common submission deficiencies include 
inadequate threat modeling, incomplete risk assessments, missing or 
outdated SBOMs, weak penetration testing, and insufficient security 
architecture detail The Summit reinforced the FDA’s expectation that 
manufacturers elevate cybersecurity programs to meet regulatory 
standards. Healthcare Technology Management leaders are urged to 
operationalize guidance now; embedding SBOM tracking, enforcing 
patch timelines, and aligning procurement with secure design 
principles to transform compliance into resilience and safeguard 
patient safety. 
 

On December 2nd, the Health-ISAC Fall Americas Summit provided 
members with a unique opportunity to engage directly with regulators 
on the evolving medical device cybersecurity landscape. Featured 
FDA speakers included the Division Director for Medical Device 

 



Cybersecurity and a Policy Analyst for Cybersecurity, with 
participation available both in person and virtually to maximize 
accessibility. Regulators shared current perspectives, including 
updates to premarket cybersecurity guidance and insights into 
common submission challenges, underscoring the Summit’s role as a 
key forum for advancing dialogue between industry and the FDA. 

 

Recent updates emphasize compliance with CFR 20 requirements 
and expanded the use of the E-Star platform as a requirement for 
510(k) and De Novo submissions. The FDA clarified the definition of 
“cyber devices,” which includes any device connecting to the internet, 
intentionally or unintentionally, as well as USB ports and wireless or 
hardwired networks. Section 524B requires manufacturers to 
consider related systems holistically, ensuring secure connections, 
device safety, and control elements. Health-ISAC recommends that 
procurement contracts include clauses addressing secure 
architecture, patch management processes, and vulnerability 
disclosure practices. 

 

Section 524B also introduces critical obligations: manufacturers must 
provide cybersecurity management plans, patch timelines, and 
vulnerability tables, while maintaining machine-readable SBOMs. 
These requirements strengthen transparency and resilience, enabling 
proactive monitoring of end-of-life and end-of-support components.  

 

The FDA noted recurring submission issues, including inadequate 
threat modeling, incomplete risk assessments, missing or outdated 
SBOMs, insufficient security architecture detail, and weak penetration 
testing practices. Taken collectively, these issues suggest a tracer 
methodology in submission documentation to connect the 
vulnerabilities associated with components in the SBOM to threat 
assessments, security risk analysis, mitigation techniques, and the 
testing to demonstrate adequate control effectiveness.   These 
deficiencies highlight a need for manufacturers to elevate their 
cybersecurity programs to meet regulatory expectations. 

 



In Q&A, the FDA clarified that “state-of-the-art” refers to secure, 
research-backed best practices rather than cutting edge 
technologies. SBOMs must clearly document unsupported 
components, and vulnerability matching requires good-faith effort 
despite CVE complexity. Post-quantum cryptography remains a 
priority, with FDA active in HSCC working groups. Despite workforce 
challenges, cybersecurity reviews remain a top priority.  
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Download Health-ISAC’s Information Sharing App.  
 

 

 

 

 

    

 

 

  
For more updates and alerts, visit: https://health-isac.cyware.com/webapp/  
 

 

  
  

  

If you are not supposed to receive this email, 

please contact us at toc@h-isac.org.  

 

 

 

  

Powered by Cyware  
 

 

  
 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Fuser%2Fmyfeeds%2F3d21c3e6&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839372026%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=DkSS6wJGjV6lsr%2BiTrEhJ7LizuUhcJ5oIrWTdybewVI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839480709%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cR4%2FPphmdbD3TH4H6jLxXDxBPBvVZxQmLPgHgpgex0M%3D&reserved=0
mailto:toc@h-isac.org
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcyware.com%2F&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839496671%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=6GcuXEyFvbL3yMtp4lwqFUE8m6mNqYEDW5EMVIYP1j4%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D3d21c3e6%26token%3D09n2Ur5xvdla2M2Hygiqu%252B1NsDuy%252Foy%252FEMIc%252FzkWEWhGefTv1vtx8ZuSeqWq2ZzTnqvHHdIuFh448g%252BHQH2T%252FxUgAmYJl6NKZKd7KoA5jVvV7Th%252Fj2gTvVy7wQCE%252BYwZ%26like%3D1&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839406662%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=XZazWjY3FNYMsXQH1c9S92IbHeJBR7P3hnAHPvfKI5A%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhealth-isac.cyware.com%2Fwebapp%2Femail_feedback%2F%3Fcard_id%3D3d21c3e6%26token%3D09n2Ur5xvdla2M2Hygiqu%252B1NsDuy%252Foy%252FEMIc%252FzkWEWhGefTv1vtx8ZuSeqWq2ZzTnqvHHdIuFh448g%252BHQH2T%252FxUgAmYJl6NKZKd7KoA5jVvV7Th%252Fj2gTvVy7wQCE%252BYwZ%26like%3D2&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839426540%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=46ElGdPn9i3ykJo40fd4HfjX7JSJGvD3a4GyJAV7Eh0%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fitunes.apple.com%2Fin%2Fapp%2Fcyware-pro-for-organizations%2Fid1193942672%3Fmt%3D8&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839443836%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=q%2FEDOwSD9NH4T0VVjekS2dyRw3g3SSzNQGHpq2yUn7I%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.cyware.enterprise.android%26hl%3Den&data=05%7C02%7Cdsamuels%40aha.org%7Cfcb5b5486186404ddb4908de381923ed%7Cb9119340beb74e5e84b23cc18f7b36a6%7C0%7C0%7C639009877839460047%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cmUrkjrwBPTY3TOwGRCM96rSYwWdjls7qirdH0OFRz8%3D&reserved=0

